
 

 

 
http://smallwarsjournal.com/jrnl/art/odni-common-cyber-threat-framework-new-model-

improves-understanding-and-communication 
 

ODNI Common Cyber Threat Framework 
A New Model Improves Understanding and Communication 

 
Robert Zager and John Zager 

 

Introduction 

A Common Cyber Threat Framework: A Foundation for Communication (Cyber Threat 
Framework) is a new cyber security analytical framework published by the Office of the Director 
of National Intelligence (ODNI).1 According to the ODNI, “its principle benefit being that it 
provides a common language for describing and communicating information about cyber threat 
activity.”2 The Cyber Threat Framework is a vast improvement over the inconsistent lexicons 
which came before it. In this paper we review the Cyber Threat Framework and propose an 
extension to the Cyber Threat Framework which integrates cyber threats with cyber defenses. 

The Common Cyber Threat Framework Overview 

With So Many Cyber Threat Models or Frameworks - Why build another? 

 -Office of the Director of National Intelligence3 

Acknowledging the existing body of cybersecurity frameworks, the ODNI observes:4 

Cyber experts couldn’t easily and consistently convey what was happening on the 
networks to non-cyber audiences, and senior leaders couldn’t readily understand the 
essence of what they were being told or how to put it to use in decision making. 

Why build another? Quoting the ODNI:5 

... Because comparison of threat data across models and users is problematic 

Following a common approach helps to: 

• Establish a common ontology and enhance information-sharing since it is easier to map 
unique models to a common standard than to each other 

• Characterize and categorize threat activity in a straightforward way that can support 
missions ranging from strategic decision-making to analysis and cybersecurity 
measures and users from generalists to technical expert 

• Achieve common situational awareness across organizations 

The ODNI deconstructed eight existing frameworks and synthesized them into a new 
hierarchical approach – the Cyber Threat Framework. The Cyber Threat Framework is an 
innovative stage model which is abstracted from incident details. This abstraction overcomes the 
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institutional biases which resulted when each organization “characterized activity to meet their 
internal needs using their own terms, many of which had different meanings even when they 
used the same words.”6  

The Cyber Threat Framework stage model creates a four-layer hierarchy which is summarized in 
Figure 1.7 

 

Figure 1. Cyber Threat Framework. Source: ODNI 

As illustrated in Figure 2, Layer 1 “Stages” is the foundation of the Cyber Threat Framework.8 

 

Figure 2. Cyber Threat Framework, Layer 1. Source: ODNI 

Building from Stages, the Cyber Threat Framework creates a comprehensive lexicon (Lexicon). 
The Lexicon’s definitions of the four Stages terms are:9  

Preparation: Activities undertaken by a threat actor, their leadership and/or sponsor to prepare 
for conducting malicious cyber activities, e.g., establish governance and articulating 
intent, objectives, and strategy; identify potential victims and attack vectors; securing 
resources and develop capabilities; assess intended victim's cyber environment; and 
define measures for evaluating the success or failure of threat activities. 

Engagement: Threat actor activities taken prior to gaining but with the intent to gain 
unauthorized access to the intended victim's physical or virtual computer or information 
system(s), network(s), and/or data stores. 
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Presence: Actions taken by the threat actor once unauthorized access to victim(s)' physical or 
virtual computer or information system has been achieved that establishes and maintains 
conditions or allows the threat actor to perform intended actions or operate at will against 
the host physical or virtual computer or information system, network and/or data stores. 

Effect/Consequence: Outcomes of threat actor actions on a victim's physical or virtual 
computer or information system(s), network(s), and/or data stores. 

The Stages bind the other layers (Objectives, Actions and Indicators) to time, forcing a 
sequential analysis of cyber threats. The four stages are divided into major divisions, Left of 
Intrusion and Right of Intrusion. Although not expressly stated, the boundary between Left of 
Intrusion and Right of Intrusion (which occurs between Engagement and Presence) is Intrusion. 
Intrusion is an important threat transition because pre-intrusion defensive interventions are 
preventative while post intrusion defenses are remedial. Similarly, Left of Intrusion is divided 
into two distinct phases, Pre-Execution actions, which occur in the Preparation Stage, and 
Operational Actions, which occur during the Engagement Stage.  

While time sequencing is not unique to the Cyber Threat Framework, the hierarchical structure 
driven by the simplified non-technical threat progression accomplishes the stated objective of 
mapping diverse models to a common standard.  

No doubt addressing the concern that terminology can be used to advance institutional 
objectives, the Lexicon is remarkably free of jargon. Figure 3 illustrates how the Lexicon 
describes the universe of Stages and Objectives without recourse to technical jargon.10 

 

Figure 3. Cyber Threat Framework (v4) Layers 1 and 2. Source: ODNI 

The Lexicon continues its use of generally used English words and phrases in the extensive 
Layer 3 Actions nomenclature.11 Figure 4 is an excerpt from the Lexicon’s Layer 3 Actions 
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nomenclature which illustrates the jargon-free description of the technically complex topic of 
establishing controlled access.12  

 

Figure 4. CTF Lexicon Excerpt. Layer 3 Lexicon. Source: ODNI 

This is indicative of the power of the Lexicon to accurately convey complex technical concepts 
to non-technical audiences while supporting the needs of technical analysts.  

The Cyber Threat Framework Breaks New Ground 

What is fascinating—and disheartening—is that over 95 percent of all incidents investigated 
recognize “human error” as a contributing factor. 

- IBM13 

Breaking with tradition, the Cyber Threat Framework does not define cyberspace or 
cybersecurity. By not defining cyberspace or cybersecurity, the ODNI has sidestepped 
definitional turf wars AND created a nomenclature that provides a common language to describe 
the adversarial engagement which seeks to compromise data processing systems.  

Rather than defining “cybersecurity” or “cyberspace,” the Cyber Threat Framework defines 
cyber threats, how these threats progress over time and the consequences of these threats. The 
Cyber Threat Framework abstracts cyber threats from particular technologies, focusing on the 
attacker’s methodologies, not specific malware vulnerabilities.14 The hierarchal structure 
facilitates the description of cyber threats at different levels of detail within the overarching time 
context. An analysis of the Business Email Compromise using the Cyber Threat Framework,  
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Figure 5, demonstrates these concepts.15  
 

Stages Objectives Actions Indicators 

Preparation 

Develop resources & 
capabilities 

Create capabilities - email accounts 
- bank accounts 

Acquire victim 
specific knowledge 

Research activities - Social networking 
interactions 

- Visits to victim’s 
website 

Engagement 

Interact with intended 
victim 

Persuade people to 
act on threat actor’s 
behalf 

Email content  

Deliver malicious 
capability 

Send email Email content  

Presence Establish controlled 
access 

Establish illicit user 
access 

Email content 

Effect/Consequence Alter system behavior Change decisions Authorized user 
misdirects money 

 
Figure 5. Cyber Threat Framework Analysis of Business Email Compromise 

In Figure 5, the Cyber Threat Framework describes a cyber threat which is free of malware, 
stolen credentials, remote access tools or other abuses of, or defects in, data processing systems. 
The undesired consequences did not occur in the data processing system. The intact data 
processing system reached the wrong real-world result. In the Cyber Threat Framework, cyber 
threats matter because of the effects and consequences, not because of the internal workings of 
the data processing systems. Malware matters, not because it is malware, but because malware is 
one of the tools threat actors use to create undesired effects and consequences. The Cyber Threat 
Framework is concerned with the effects threat actors accomplish through the abuse of data 
processing systems and the people who operate them.  

Frequently the threat actor requires the authorized user to undertake one or more authorized 
actions on behalf of the threat actor. For example, ransomware, the fastest growing cybercrime16, 
often requires user interaction (e.g., open an attachment, follow a link, download a file) for 
success. In 2017, the FBI Director fell prey to a reporter’s simulated phishing attack.17 Similarly, 
the takedown of the Ukrainian power grid required the authorized user to use authorized system 
privileges to execute three discrete steps (open email, open attachment, enable scripts) to enable 
the threat actor’s malware.18 In addition to these direct engagements between threat actor and 
users (in which the threat actor is communicating with the user), there are indirect engagements 
between threat actors and users. In these indirect engagements the users know that the proverbial 
the wolf is at the door, yet the users fail to bar the door, choosing, instead, to engage in insecure 
behaviors.19 The Cyber Threat Framework supports robust analysis of the interactions, both 
direct and indirect, between threat actors and authorized users which interactions are often 
essential elements in the cyber incidents.  
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People – The Path Less Travelled by Defenders 

The new [US$100 bill] design incorporates security features that make it easier to authenticate, 
but harder to replicate... [T]he user-friendly security features will allow the public to more 
easily verify its authenticity. 

- Jerome H. Powell, Federal Reserve Board Governor20 

Threat actors often leverage actions of authorized users to compromise systems. The generally 
accepted model of user behavior is set forth in the Federal Information Security Management Act 
of 2002 ("FISMA", 44 U.S.C. § 3541, et seq.). As we discuss below, the Cyber Threat 
Framework adopts a more expansive view of human behavior than FISMA. The Cyber Threat 
Framework’s more expansive view of human behavior aligns defensive analysis with the human 
vulnerabilities upon which threat actors rely.  

Traditionally, user behavior is analyzed with the user awareness model. FISMA codifies the 
awareness model at 44 U.S.C. §3544(b): 

(4) security awareness training to inform personnel, including contractors and other users 
of information systems that support the operations and assets of the agency, of— 

(A) information security risks associated with their activities; and 

(B) their responsibilities in complying with agency policies and procedures designed to 
reduce these risks; 

FISMA charges the National Institute of Standards and Technology (NIST) to develop 
information security standards and guidelines for federal information systems. The NIST 
framework incorporates FISMA’s user awareness risk model as PR.AT, Awareness and Security 
Training.21 This awareness risk model is used in NIST’s comprehensive cyber security guidance, 
NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal 
Information Systems and Organizations.22 NIST Special Publication 800-50, Building an 
Information Technology Security Awareness and Training Program, sets forth specific guidance 
on user cyber security training program.23  

The user awareness model is pervasive in cyber security.24 The user awareness model assumes 
that users are agents of defense, with users diligently and effectively complying with security 
measures. In this system, management is responsible to provide adequate training and users are 
responsible to implement the training. User related incidents are, thus, the result of either of both 
of: 

 inadequate training programs,  
or  

 user error, when users fail to apply their training. 

The Defense Science Board summarizes the user awareness model:25 

Following an initial education period, failures must have consequences to the person 
exhibiting unacceptable behavior. At a minimum the consequences should include 
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removal of access to network devices until successful retraining is accomplished. 
Multiple failures should become grounds for dismissal. An effective training program 
should contribute to a decrease in the number of cyber security violations. 

In 2015, Paul Beckmen, the then CISO of DHS, described his system of continual user training 
and retraining reinforced with job actions.26 Admiral Rogers, NSA Director, took this a step 
further, arguing for court-martial for someone who clicks on a phishing email.27 The underlying 
assumption of this system is that awareness, reinforced with retraining, rewards and punishment, 
leads to desired behaviors and a secure cyber ecosystem.  

The Cyber Threat Framework takes a different approach to user behavior. Threat actors realize 
that no matter how restricted users’ rights are, users must have a vestige of data processing rights 
to do work. These vestigial user rights, no matter how restricted, create the opening for threat 
actors. The Cyber Threat Framework acknowledges that cyber threats can result from users being 
persuaded by threat actors to act on behalf of threat actors.28 In the Cyber Threat Framework, 
users are the nascent agents of the threat actors, waiting to fall victim to psychological 
manipulation.29  

The alternative models of user awareness and psychological manipulation result in vastly 
different defensive strategies. Under the user awareness risk model, when cyber aware users take 
actions which compromise systems, these errors are the users’ fault and the users are subject to 
remedial actions. Under the psychological manipulation model, when users make an error, the 
psychological manipulation that led to the error must be understood; that understanding can then 
be used to develop defenses against the manipulative processes. While training is, no doubt, one 
strategy to counter psychological manipulation, the Cyber Threat Framework expands the user-
facing defensive toolbox to include all aspects of psychological manipulation.  

Using information to psychologically manipulate victims to take actions that benefit the threat 
actor is a deception information operation.30 In a deception information operation, the threat 
actor targets the victim's “information processing, perception, judgment, and decision making.”31 
The decision-making process takes place in response to the information presented by a data 
processing endpoint (e.g., computer, tablet, cellphone). Three factors converge when the user is 
interacting with the endpoint: 

• The information transmitted by the threat actor 
• The user interface 
• The user’s mental processes invoked in response to the transmitted information as 

presented in the user interface. 
 

Each of these three factors contribute to the success of a cyber threat information operation. 
Threat actors create the material that they transmit taking into account how the user will respond 
to that information in the context of the interface. The interface itself is subject to a wide array of 
deceptive practices which are very difficult or impossible for users to detect. Conti and Sobiesk 
observe:32 
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Malicious interfaces are extremely prevalent in a variety of contexts and a deeper 
understanding is required by human computer interaction and security professionals as 
well as end users in order to counter and mitigate their impact.  

The user’s mental processes take place in the context of the user’s overall operating environment 
in which users operate data processing systems to accomplish work objectives. To the extent that 
security tasks are inconsistent with productive tasks, a conflict is created between productive 
work and security work. Psychologists have established that users manage this conflict with a 
mental compliance budget.33 The Compliance Budget teaches that users continuously weigh 
the value of security tasks against mission tasks and that users do not implement security 
tasks which, in the user’s view, are too costly. 

In 2017, the FBI Director clicked on a reporter’s simulated phishing email.34 The reporter 
constructed an email which, when displayed in the Director’s interface, appeared to be from a 
trusted sender. The content of the message was crafted to induce the Director to interact with the 
email, in this case, an email invitation to view a Google Docs spreadsheet. It was technically 
feasible to determine that this email was suspicious. Under the user awareness model, interacting 
with the email was the Director’s fault and remedial actions focus on the consequences that 
should befall him.  

Under the psychological manipulation model, the inquiry seeks to understand the psychology of 
the interaction between the threat actor and the user. The general description of this type of threat 
actor-user interaction is the victim is an object inspector and the threat actor is exploiting the 
user’s knowledge and authentication processes to deceive the user.35 Applying the psychological 
manipulation model to the simulated phishing email which ensnared the FBI Director reveals the 
complex interaction of the three factors discussed above (transmitted information, user interface, 
user environment) as the user undertakes the email inspection process. The Director did not 
undertake a forensic review of the reporter’s bogus email because people do not interact with 
emails in that manner. Instead, users manage their Compliance Budget when processing email by 
applying a triad of simple rules of thumb driven by perceived relevance, urgency clues and 
habit.36 As the Director’s actions show, the user interface makes it relatively easy for threat 
actors to manipulate the email triad to deceive the user into a compromising inspection result. 
The ease with which email can be used for deception makes email an important tool of threat 
actors. Jeh Johnson, former DHS Secretary, observed, “The most devastating attacks by the most 
sophisticated actors very often start because somebody opened an email that they shouldn’t 
open.”37  

The user task of identifying threatening emails is merely one example of the general problem of 
inspection systems that favor threat actors. For example, in the Ukrainian power grid takedown, 
the threat actor leveraged several system design deficiencies to deceive the user into performing 
a carefully orchestrated series of insecure behaviors. The user sequentially inspected the email, 
the attachment and the attachment’s security notice, each time incorrectly concluding that the 
interaction was safe. At each step along the way, the threat actor manipulated the data processing 
system to lead the user to the threat actor’s desired object inspection result.  
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Recently discovered flaws in modern CPU’s have become an opportunity for threat actors.38 
However, the threat actors are not exploiting the CPU flaws. Instead, threat actors are exploiting 
the users as object inspectors. The threat actors are sending phishing emails which have links to 
fake patch URL’s. When the users inspect the emails, the content and call-to-action are 
consistent with the general awareness of the CPU problem and remedies.39 When the user clicks 
the link and arrives at the destination URL, again the threat actor forces the user to act as an 
object inspector. The careful, well-trained cyber-aware user acting as a URL inspector will look 
for https indicators to support a rigorous authentication process. Anticipating such a user, the 
threat actor undermines the inspection process by manipulating the authentication process with 
https indicators. The https indictors of trusted websites and threat actors’ websites are 
indistinguishable to non-expert users. Unremarkably, when the authentication indicators of 
trusted counterparts and threat actors are indistinguishable, users reach undesired inspection 
results.  

Cyber security is not the only encounter in which non-expert users are exploited as object 
inspectors. Criminals often cast non-expert users in the role of object inspector. Our daily lives 
are filled with object inspection decisions which are subject to malicious manipulation. In the 
spring of 2004, the FBI commenced an investigation into North Korean counterfeit US$100 bills 
of such superb quality that even Secret Service currency examiners were fooled.40 The US$100 
bill is the most commonly used currency in the world. Everyone is aware of counterfeit currency 
and nobody wants to receive worthless counterfeit money. Despite the awareness of counterfeit 
money, the U.S. government did not respond to this problem with a program to train the world’s 
population to be expert currency examiners. Instead, the U.S. Government redesigned the 
US$100 bill to include user-friendly security features that North Korea could not easily 
duplicate. This easy-to-authenticate/hard-to-replicate model is not unique to currency. Easy-to-
authenticate/hard-to-duplicate is used in a wide variety of situations, such as tamper-evident 
packaging, in which non-expert users are required to be object inspectors. Effective 
implementations of easy-to-authenticate/hard-to-duplicate object inspection invoke the 
psychological suspicion response; suspicion is a psychological process which is distinct from 
trust and trustworthiness.41 When design is done correctly, user inspection processes can be 
improved while simultaneously increasing the obstacles imposed on threat actors.42 

The problem of poor design is broader than creating opportunities for threat actors to directly 
manipulate user object inspection. As users go about their daily activities, users’ responses to 
poor design unwittingly create opportunities for threat actors. As users do their jobs, they can 
degrade security to manage their Compliance Budget. For example, poor password practices 
make life easier for users while undermining password policies, resulting in easy to compromise 
credentials.43 Users create risky Shadow IT systems which are outside of the protections created 
by information assurance professionals.44 Users even take measures to circumvent or disable 
security systems that interfere with job tasks.45 Failing to perform crucial security tasks such as 
patch management leave systems vulnerable to known threats.46 Risky behaviors implemented 
by users for user convenience create opportunities for threat actors.47  

Poor usability forces poor compliance which, in turn, creates system vulnerabilities which threat 
actors exploit.48 Under the user awareness model, training programs absolve cyber defense 
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professionals from responsivity for losses attributed to user actions. When trained users make 
errors, the user is responsible, not the incentives of the operating environmental created by cyber 
defense professionals. The Cyber Threat Framework requires an inquiry into the psychological 
factors exploited by threat actors. NIST’s Visualization and Usability Group observed:49  

The goal is to build systems that are actually secure not theoretically secure: 
Security Mechanisms have to be usable in order to be effective. 

The psychology of usability looks at the totality of the man-machine interaction in the context of 
the user’s operating environment.50 By looking at the psychology of user behavior, the Cyber 
Threat Framework brings cyber threat analysis in line with the general practice of holding 
designers responsible for undesired outcomes that result from poor usability.51 Under the Cyber 
Threat Framework, security professionals cannot avoid responsibility for poor design by simply 
blaming the users for the system vulnerabilities caused by deploying poorly designed user 
environments.52  

The Cyber Threat Framework Needs Cyber Hygiene.  

I don’t brief my daughter on streptococcal or meningococcal anything. I said, “Brush your teeth, 
wash your hands, don’t share food.” I give her that basic hygiene to successfully get through her 
day. 

- Jane Holl Lute, former Deputy Secretary, Department of Homeland Security53 

The Lexicon accomplishes its goals of a common language of cyber threats and facilitating 
information sharing and metrics to evaluate threat activity.54 However, the Lexicon inadequately 
addresses the efficacy of cyber defensive measures.  

During May 2017 the WannaCry ransomware attack caused system availability problems around 
the world.55 Cyber hysteria swept the world, including blaming the U.S. Government.56 
WannaCry was reported as a sophisticated attack which held the world hostage.57 WannaCry is 
yet another example of the “Legend of Sophistication in Cyber Operations” in which the failure 
of cyber defenses is attributed to an adversary with cyber powers beyond our meager defensive 
resources, requiring a cyber response of increased investment in ever more powerful defensive 
systems.58 In reality, WannaCry victims did not require custom defenses driven from real-time 
detailed cyber-intelligence about specific indicators of compromise. Trend Micro documented 
how a few simple non-specific defenses could have prevented or mitigated the WannaCry 
event.59 The defenses that Trend Micro identified are examples “cyber hygiene.” Cyber hygiene 
consists of general defensive measures which are not in response to specific threat indicators. 

In 2015 the NSA released an eight-page cyber-hygiene handbook called, NSA Methodology for 
Adversary Obstruction (MAO).60 Unlike the frameworks referenced in the Cyber Threat 
Framework, which characterize the activities of the threat actor, the MAO looks at the actions of 
target. This target-based approach sets forth the general defensive actions of cyber hygiene.  

The MAO can provide the basis of a proposed fifth layer for the Lexicon. We propose that this 
fifth layer be called “Victimology.” Victimology consists of the target’s operations security 
shortcomings which contribute to the Effect/Consequence. The first eleven Layer 2 Objectives 
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are the NSA’s recommended defensive strategies. The last two Layer 2 Objectives are not 
contained in the MAO. The penultimate Layer 2 Objective defensive strategy, Training and 
Usability, addresses the risks of users falling victim to psychological manipulation which was 
identified in the Cyber Threat Framework together with vulnerabilities users introduce in 
response to poor design. The final defensive strategy, Business Continuity Plans, addresses the 
failure of targets to mitigate system availability threats attributable to a lack of advanced 
planning.61 For the sake of clarity, Layer 4 Indicators and “Definitions” are excluded from Figure 
6, Victimology.  

 
Figure 6. Proposed Sixth Stage, Victimology.  

Adapted from NSA, Methodology for Adversary Obstruction 
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The MAO provides detailed definitions of the first eleven Layer 2 Objectives and related Layer 3 
Actions. Usability, a term used in the penultimate Action, is defined as, “The extent to which a 
product can be used by specified users to achieve specified goals with effectiveness, efficiency 
and satisfaction in a specified context of use.”62 The terms “Training” and “Business Continuity 
Plans” can be defined by reference to the respective NIST documents.63 

Conclusion 

[W]hat keeps me up at night now is the wide diversity of threats that we have from all across the 
world, including the ever-expanding list of cyber threats. 

- Dan Coats, Director of National Intelligence64 

The variety of cyber threats facing our nation is vast. As the ODNI observed in publishing the 
Cyber Threat Framework, understanding these threats has been hampered by the lack of a 
common language to describe the threats. This lack of understanding is sometimes an intentional 
strategy which seeks to hide failure behind obfuscating language.65 The Cyber Threat 
Framework provides a system of analysis which eschews terms like “hacking,” “advanced” and 
“sophisticated,” instead adopting a system which objectively describes the actions of threat 
actors using a hierarchal stage-driven lexicon. The Lexicon can be used and understood by data 
processing experts and non-experts to achieve a common understanding. Of particular 
importance is the Cyber Threat Framework’s psychological model of users.  

However, the Cyber Threat Framework’s focus on the actions of the threat actors leaves potential 
victims without clear defensive guidance. We have proposed adding a fifth stage, Victimology, 
to the Cyber Threat Framework. By reporting relevant Victimology in the cyber threat analysis, 
defenders will be able to see the contribution targets make to their own fate and steps to take to 
avoid becoming victims themselves.  

The views expressed herein are the views of the authors and do not reflect the views of Iconix, 
Inc. or PepsiCo, Inc. 
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